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Machine-to-Machine (M2M) Communication
Over GPRS Networks
Setrix AG

Wireless Rclket Data netwrks, such as GPRS, hold
great promise for applications that rely on machine to
machine (M2M) communication. Mespread ailabil-
ity and lov price per Kilobyte are tarkey benefits of
GPRS netwrks that mag it an attractie technology to
replace risting equipment or to deplamew wireless so-
lutions. GPRS technology doeswever, carry certain
challenges when implementing M2M communication
that has marred wirelessw@dopers in the past.

The Setrix Internet-Ready Gatay (SIRG) is a compan-
ion product to the Setrix GPRS-enabled S-372X-series
embedded systemsodetheythey provide a complete
end-to-end solution for your M2M connedty needs

over GPRS netarks. Using Setrix solutions, delop-
ment of your wireless application requires little or no
expertise in GPRS technology in order to gnjeliable
GPRS communication. Setrixfefs you a field pneen,
world tested, reliable communication platform to dgplo
your wireless application.

1. M2M Usage scenarios

M2M application requirements @ from those of typi-
cal GSM/GPRS mobilphone customersr Bxample,
GPRS-enabled mobilphones andA&lare typically

used as clients giees, accessing the Internet forwie

ing Web/WAP pages and reading e-mail. In contrast, in
M2M communication, wireless diees may be acting as
seners, delering data on-demand to clients residing on
the Internet. These special requirements of M2M appli-
cations running on netwks from operators whosevee
nue still primarily comes from mobilphone customers,

are the cause for common technical challenges that are

encountered by wireless\adopers.

Wireless ClientAccessing Internet from wirelessuiee

— scheduled transactions
— events and alarms

Wireless ServerAccessing wireless giee from the
Internet

— unscheduled transactions
— maintenance

2. Benefits of GPRS tec hnology
for M2M

» Consumer technology
Widely available through retail and corporate chan-
nels, from small to lgye quantities. Little or no con-
tractual commitments. Choice from multiple
providers.

* Low connection delay
Wireless deices may transmit information immedi-
ately into the Netwrk, without the need of a lenghty
connection establishment procedure.

* Integration with IP networks

no special infrastructure necessary for the application
provider besides an Internet connection.

» Cost based on amount of data transfered,
not online time

appropriate for M2M applications that transfer
small amounts of information on a scheduled or
unscheduled basis.

» Higher data rates

GPRS delrers two to five times higher data rates,
compared to circuit-switched GSM, depending on the
direction.

* Very competitive pricing
GPRS technology mak eficient use of air band-
width, thereby preiding an incentie for Operators to
migrate their customers to it.

3. Challeng es of GPRS tec hnology
for M2M

* No dial-in
GPRS Netwrks do not preide a means to contact a
wireless deice using a fird, pre-established number
or address.
Note: GSM cicuit-switched data service and SMS,
both of whit are supported by Setrix systems, do al-
low to contact a wigless deice using a fixed adéss.
These services, howes, need to be subscribed to in
addition to GPRS servicand equire dedicated in-
frastructue (eg. dial-out lines) at the application
provider.
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Frequent disconnections

It is common, and frequently observed on Operators
networks, for the GPRS link to become disconnected,
sometimes due to Operator policy, or due to technical
constraints at the Operator (e.g. shortage of IP ad-
dresses). Such disconnection is not always detectable
by the wireless device.

Varying network infrastructures across providers
GPRS technology islargely specified and standard-
ized by the ETSI (European Telecommunications
Standards Institute). However, a number of Network
design decisions in the area of |P routing, addressing
and firewalling are left for each Operator to make.
This has lead to important differencesin the way
Operators have implemented their own Networks.

Public vs private addressing

Thisis one of the most important difference between
various Operator implementations of GPRS tech-
nology.

For example, German operator T-Mobile uses public
IP addresses (reachable from the Internet) whereas
German operator Mannesmann uses private IP ad-
dresses (not reachable from the I nternet).

Firewalls and network addresstranslation (NAT)

Various GPRS operators have made different design
decisionsfor the gateway between their Networksand
the Internet.

For example, German operator T-Mobile does not
implement a Firewall, whereas German operator
Mannesmann includes a NAT Firewall.

Since both incoming and outgoing GPRS data packets
contribute to the usage count, it is generally desirable
for afirewall the be present at the Internet Gateway.
Thisfirewall protects wireless devices against attacks
and scans originating from the Internet that would in-
crease the usage count, prevent legitimate use (denial
of service attack), and threaten security. Introduction
of afirewall does, however, complicate the use of
Wireless devicesas M2M serversi.e. they may not be
reachable from the Internet.

High end-to-end latency

Network latency is the amount of time a data packet
takes to traverse the network (latency is different than
bandwidth or throughput). GPRS Network often exhi-
bit very high latency, in the order of several seconds.
Such high latency makesit difficult to reliably operate
applications that were originally designed for circuit-
switched networks. For examples, it is generally diffi-
cult to reliably tunnel a serial protocol across GPRS
networks.
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4. An Integrated solution

from Setrix AG

Setrix AG has recognized the af orementioned challenges
of deploying M2M applications on GPRS networks and
has developed an integrated solution for wireless devel-
opers.

Solution platform solves all known limitations of
using GPRS technology for M2M

Shortens time to market by allowing wireless devel-
oper to focus on value-add application.

Tested and proven

Operator neutral in the sense that it does not rely on
any operator-specific feature or service provisioning.
Retail GPRS service may be used without additional
contracts or configuration changes.

It is not required to operate a pool of devicesall with
GPRS service from the same provider. Wireless
deviceson different GPRS networks are all integrated
into the solution framework.

The two main components of the integrated solution are
the wireless device and Internet-Ready gateway, both
described below.

A.S-372X series of Linux-based GPRS-

enabled embedded systems

For the wireless devel oper, a Setrix S-372X systemisthe
gateway between the application and the Internet. A
S-372X consist of an embedded Linux computer, with
abuilt-in GSM/GPRS modem and has the following
features:

Embedded Linux computer: multi-tasking, memory
protected OS. Crash-resistant flash file system. Pre-
configured for GPRS operation. Built-in configurable
firewall. IPSec-based virtual private network. Com-
pactFlash expansion slots.

Open platform: 32-bit processor available to run
application software. Cross-compiler available.
Wide-Area communication: simultaneous GSM/
GPRS and SM'S communication i.e. SMS messages
can be sent or received at the same time as GPRS data
packets.

Local-Area communication: serial (RS-232, RS-422,
RS-485); wireless LAN (802.11b, using compact-
Flash card) in Ad-Hoc; Station or Base-Station mode;
Ethernet (802.3, optional); USB 1.1 (optional), master
and dlave; TTL Digita 1/0

Built-in continuous monitoring of GSM/GPRS net-
work status to ensure online availability
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Hooks for end-to-end application connectivity checks

Applications can be deloped for the S-372X using the
same high-leel API (e.g. C library) asvailable on
Desktop Linux emironments. In particulaall network
communication is performed using standard Linux sock-
ets and IP addressing withoutyaspecial consideration

for GPRS communication issues.

The GPRS link is configured in one of/eeal modes:

always-on:

the system ensures that the GPRS link is always
connected

on-demand:

the system brings-up the GPRS link as needed by the
application

scheduled connections:

the systems brings-up the GPRS link based upon a
pre-configured schedule.

Manual connection control:

the GPRS link can be controlled directly by the appli-
cation, using a simple API, by SMS messages, or by
SIRG (see below).

The S-372X systems priole a general-purpose comput-
ing ervironment that can be used to perform data collec-
tion or equipment control directlerial-based proto-

cols are typically implementated on the S-372X directly
translating commands and data to web-based protocols
(HTTR, FTP etc) and/or caching them onto local flash
storage. This approach allates the problems lid to

the high latencies of GPRS netiks.

B. Setrix Internet-Ready Gateway (SIRG)

SIRG is an Internet-based service from Setiix Avail-

able either on dedicated or shared sesythat together
with S-372X systems pwides an intgrated solution for
GPRS-based M2M applications.

Fixed URL for access to wireless servers from the
Internet

Wireless serers can be reached from the Internet us-
ing a fixed, pre-established Internet domain name of
the form alias.sg.net (application-specific domain
and sub-domains may be used). This URL will not
change wer time, @en if a diferent GPRS operator is
used, or if the ddce is roaming in a foreign country

Authenticated Protocol proxying

SIRG acts as a proxy to wirelesyides on the Inter-
net. The folleving protocols are supported: HT,TP
HTTPS, FTParbitrary TCP connections (using
SOCKS v 4), SMTP (e-mail).

SMART WEB VISION

Clients and applications on the Internet may access
the wireless ddces using ay of these protocols, pro-
vided \alid credentials are pvaded.

Wireless deices may send e-mail, through SIRG, to
ary recipient or distribtion list on the Internet. These
messages will appear to originate from sewsiig.net

by user alias@sgirnet and will not be black-listed, as
could otherwise happen when sending e-mail directly
from the wireless dace.

» GPRS “dial-in” (Callback)
SIRG can, upon receipt of a client request (HTTP
TCR, etc) from the Internet, for a particular wireless
device, bring a GPRS dé&e online if it is not already
thereby simulating a dial-in.

» |PSec-based end-to-end IPSec security between
SIRG and Wireless device
All data communication between SIRG and the wire-
less deice are authenticated and encrypted using
IPSec protocols. Securityeks are re-ngotiated on a
regular basis.

» Protocol tunneling through NAT firewalls to reach
private IP addresses
A VPN tunnel is established between SIRG and the
wireless deice that allevs requests proxied by SIRG
to reach the wireless dee, e/en when priate IP ad-
dresses and a fimall with network address transla-
tion are in use.

This feature allovs the use of \tteless sers@rs on
GPRS netwrks that use prate IP addressing.

» Standard-based security between SIRG and Internet
clients or application servers: SSL, SSH, IPSec etc.

5. Custom services from Setrix AG

» Secure application hosting on SIRG
» Application Development

— turn-key solutions

— embedded softare deelopment

— custom hardare &tensions e.g. Analog 1/O
* Device Drivers
« Consulting

6. GSM/GPRS Reference Projects of
Setrix AG

Aviation

Wireless Aircraft-Engine Diagnostic Systems —

Continuous Monitoring of Aircraft Engines
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A leading manudcturer of aircraft engines is using

Setrix communications systems to collect engine data
worldwide so that it can perform diagnostics and im-
prove its products and product maintenanaethis end

a Setrix communications module is installed in the air-
craft cabin and linkd to the aircraft engines. This Setrix
module collates diagnostic data during the flight and af-
ter landing the engine performance data is automatically
transmitted to the engine maauafurer's headquarters. In
this way the engine mana€turer alvays has instant
access to all the performance data on its turbines through
their entire operatingves. The Setrix diagnostic system
embraces local data transmission, remote data transmis-
sion, data storage and data backup.

Engine performance analysis is used to inmprengine
safety deliver product enhancements, obtain data on the
attrition of selected componentstend maintenance
intervals and minimize unscheduled maintenanceey k
adwantage of the Setrix solution is its multi-protocol
capability which mag&s it easy to monitor ddrent types

of engines. Tirbine maintenance firms can therefore use
Setrix systems to service engines froamious engine
manufBcturers. Setrix also uses the GSM data commu-
nications netwrk, via which all aircraft linkd to the
system can communicateovidwide with the manuafc-
turer's headquarters in a reliable, secure and clest-ef
tive manner

Setrix is focusing its initial salesfeft on the lbisiness
jet sector with a magt volume of around 30,000 en-
gines.

Buildings Technology

Communications Host for Engy Billing Data
(Heating and \&fter) in Apartment Buildings

A major maler of radio-based heating andter meters
uses the Setrix communications system to automatically
transmit consumption data to billing systems. The usage
data for the indiidual households is transmitted to trans-
ceivers on each flooiThese transcegrs are locally
networked within the hilding via M-Bus. The Setrix
system also lends this nedvk a cost-dective commu-
nications @tewvay to the Internet or Intranet. Eggrus-

age data is transmitted both securely and céstiafely

to the billing system in the preferred data format gt an
time without obtaining access to the apartment. The
usage data can be stored fetemded periods before
transmission to the utility headquarters at pre-selected
accounting times.

Advantage: No need for appointments with initlual
tenants or homewmers. Multiple reading of usage data
is possible as and when required. Billing firms can auto-
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mate the chaing process. In addition, weanformation
services can be fafred to homewners. Households can
check their wn usage data at atime and ta& indi-
vidual measures to change their giyeconsumption if
desired.

Major billing firms in Germay have concluded con-
tracts for millions of homes. The matkwlume for

Setrix Gatavay applications is around 40,000 to 80,000
systems.

Household Appliances

Residential Service Gatay for Monitoring and Con-
trolling of Household Appliances (connection of multi-
ple household appliances [230 V] to a singitagay via
the paver line [PLC]).

A leading manudcturer of household appliances plans to
market a n&v product line which is fully netarkable.

All appliances of this manatturer netwrked in the

home can communicate with each another and also e
ternally with the service puider or householder via an
Internet link. D this end a Setrix Gatay is installed in
each apartment to handle the data transmission, data
storage, data backup and data analysis. Communications
between the household appliances and &atdale

place along the peer line (PLC Pwerline) and bgond
Gatevay via a GSM/GPRS connection to the Internet/
Intranet. Gat&vay also has a wireless port for local
access via wireless-LAN. Users can communicate lo-
cally with their household appliances via& L aptop

or SimRad* (registered trademark of SiemenSpand

a wireless-LAN inteidice. From outside the home the
owners can communicate with their household appli-
ances via daces equipped with a GSM/GPRS intaré.
The user intedce is the same in both cases.

Advantages. The adantages of Setrix Gatay can be
summarized as folles: lov capital irvestment, minimal
(no) installation gpense, safe and reliable continuous
operation, open platform,Wdata rates, optional future
expansion with ne functions, and cost-fctive billing
of services.

The lkey functions are security (monitoring and control
of connected appliances), maintenance (procedure for
optimizing enegy consumption and ergyr management
as well as monitoring of equipment for proaetmainte-
nance) and caenience (remote operation and remote
inquiry functions).

The use of peer lines and wireless communications en-
sures cost-éctive networking. The open system archi-
tecture means thatveral service prnaders can use the
infrastructure (WKN and LAN communication) simulta-
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neously The special functions of each applianeador

or maintenance firm can be implemented independently
and mutually secured. Thus competing appliaree v
dors can securely transmit the operating data of their
installed appliances via the same Residential Service
Gatevay. New services can be connected remotely

Air Conditioning Systems

Air-conditioning specialist Carrier uses Setrix technol-
ogy so that users can monitor and control its products via
the Internet.

Carrier Corporation, erldwide marlet leader in the

fields of air conditioning, heating and refrigeration sys-
tems, uses Setrix technology to link its appliances to the
Internet. Wth the MyAppliance.cofd service, aicon-
ditioning systems can be monitored and controlled via
the Internet from a grular PC or \WP-capable mobile
phone.

Setrix S-3720 systems are emydd as remote monitor-
ing components in Carrier atonditioning systems.
Carrier also plans to introduceménternet-based
services throughout Europe for hundreds ofgid

and lusiness customers as an gra element of its ve
“Night and Day” console déce. This MyAppliance.
comJ* program could bex¢ended to ceer the whole of
Europe and North America.

The compact Setrix S-3720 Gatey combines a
Siemens GSM/GPRS module with a special embedded
Linux computer system. Thewee is outstanding for its
easy installation, reliable operation ana loperating
costs. Setrix S-3720 acts as a virtuatégeeper', com-
municating with Carrier aiconditioning systems while
also protecting pviate information from intruders. Setrix
technology enables the folling MyAppliance.coml
functions: remote sueillance, control, diagnostics and
forecasting. Installed Setrix dees can bex@anded
with new functions via remote dmloading. Solutions
can be rpanded diciently and fleibly at ary time with
new applications.

7. Contact Setrix AG

Joig Mortsiefer Setrix AG
Theresienstr6—8
D-80333 Munich
+49'89'28890'200 tel
+49'89'28890'505 fax
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